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Abstract—Differential privacy (DP) is one of the most efficient
tools for protecting the privacy of individual data holders under
computation. This property guarantees that the computation
outputs for every pair of adjacent input sets are statistically
indistinguishable with respect to a given parameter ¢, which
is independent of the likelihood that specific inputs occur or
not. While the distribution of input sets is generally unknown,
in some use cases (approximate) information about it might be
available. If the latter is the case, two adjacent inputs of one
individual are sometimes already obfuscated by other inputs and
the computation itself (i.e., without any additional noise). For
example, if the sum of n independent and identically distributed
uniformly random bits outputs approximately n/2, both values
for the first bit remain (almost) equally likely for large n.

Based on this observation, we present a new DP mechanism
that uses an estimate of the input distribution to reduce the noise
addition (compared to standard DP) and hence improves the
accuracy of the output. We first explore this idea in the central
model, where a single central party collects all data. Then, we
provide a new technique (possibly of independent interest) that
allows multiple entities to jointly generate reduced noise, using
the property of infinite divisibility. This allows each party to
individually add noise to their respective inputs, e.g., in Federated
Analytics applications.

We apply our theoretical results, both for the single and multi-
party setups, to perform data analysis over human resources
data from different subsidiaries within a corporate group. Our
benchmarks show that our new DP mechanism provides more
accurate outputs while retaining the same privacy level as state-
of-the-art DP approaches using the geometric mechanism.

Index Terms—Differential Privacy, Federated Analytics, Multi-
Party Computation

I. INTRODUCTION

In recent years, there has been a continuous increase in the
need to protect sensitive private data. In Federated Analytics
[1], multiple parties, each with its own local dataset, work
collaboratively under the coordination of a central entity to
produce a joint statistical result and release it to an analyst.
Since the analyst might be malicious, each party does not
wish to release its raw dataset and thus the output statistic
needs to be obfuscated. A local dataset can contain data from
various sources, and we assume that the original data owners
trust the corresponding party and provided their data freely
or by contractual agreement. We therefore call the party that
manages the local data set a locally trusted entity (LTE).
Generally, each data owner only trusts a single LTE. The LTE
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runs the actual protocol with other LTEs and the central entity
to produce the overall obfuscated statistic. This computation
can include one (or multiple) rounds of local computations
followed by interactive rounds that ultimately provide the
output to the analyst.

In this paper, we study this setup (cf. Section IV) and de-
velop new privacy-preserving mechanisms that provide better
utility than the established solutions while maintaining the
same level of privacy for the individual data owners.

Before we explain our new mechanism, we want to present
some real-world use cases where our setup applies. Consider
first a (holding) company with multiple subsidiaries that seeks
to collect and analyze human resources (HR) data from its em-
ployees. This data is often already collected by the respective
subsidiaries, e.g., their HR department. Each employee trusts
(or has to trust) their subsidiary (i.e., an LTE) but not the
other subsidiaries or the holding company. Each LTE needs
to protect its employees’ privacy against the holding company
(and the other LTEs), but also needs to provide statistical data
to the holding company. We will use this use case throughout
the paper, since we later in Section VII evaluate our new
mechanism using data from a real-world corporate group.

Another example of our setup are inter-entity bank transfers.
In this use case, some controlling entity wants to track down
fraud by analyzing transfers between different banks. Each
client trusts their bank (i.e., an LTE) but not necessarily any
other, nor the controlling entity. Similarly to before, the LTEs
are obliged to report transfers to the controlling entity while
needing to maintain the privacy of their clients.

Federated Learning (FL) [2] delivers a whole set of ap-
plications of our setup, depending for what it is used. In
FL different clients (LTEs) train (possibly over many epochs)
their local machine learning (ML) models over often sensitive
end-user data. These local models are aggregated to a global
output model by a central entity. While FL aligns with the
aforementioned setup, i.e., data owners (e.g., patients) trust
their LTE (e.g., hospitals) but no other entities, the (typically)
multiple epochs in FL pose additional challenges which we
discuss in Section VIII.

In addition to the same setup, the described use cases also
share a common interactive phase, where the parties aggregate
the results of the local precomputations, i.e., the local HR-
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Fig. 1. Smoothed DP-Quotients (cf. Remark 1) for the distributions Geog.3

(blue), Bin(0.5,50) * Geog.3 (green) and p1 * Geog.3 (red), where pi is
more concentrated than the binomial distribution (similar to Fig. 2). For ¢ =
0.3,g = e ¢ =~ 0.74,q~! =~ 1.34. Bin denotes a binomial and Geo a
geometric distribution (cf. Definition 4).

statistic in the corporate use case, the number of bank transfers
in the banking use case or the local ML models in FL. We
hence concentrate in our setup on integer summation. Note
that the integer summation problem is also the building block
for more complex queries and many FL aggregation functions,
such as the widely adopted FedAvg [2].

A natural solution to the privacy challenges in our setup is
provided by Differential Privacy (DP) [3], [4]. DP is regularly
used in applications that fall within our setup, e.g., for privacy-
preserving FL [5]. Differential Privacy provides a formal way
to measure the privacy loss of a mechanism, i.e., how much
information about the inputs can (at worst) still be deduced
from its output. In scenarios where multiple independent users
contribute their own data, DP can be applied either locally
(using the local model) or centrally (using the central model).

In the local model of DP [6], each user injects noise
into its data. The collection of these individually obfuscated
data samples is then published. It no longer leaks significant
information about the single user’s data, but also comes with
low utility compared to other DP-approaches. In the central
model of DP, a trusted curator collects the raw data and injects
noise to obfuscate the result. While the central model comes
with high utility, it assumes a trusted third party, the curator,
which might not be realistic, since real-world curators may, for
example, be vulnerable to cyberattacks, leading to data leaks.

A classical alternative to a trusted third party is secure
Multi-Party Computation (MPC) [7]. In an MPC protocol,
several parties, with their own private input data, compute a
previously agreed upon function over the ensemble of inputs
while leaking nothing else than the result of the function.
In the context of DP, MPC has been widely studied [8]-
[11] and is used in the central model to generate the DP
noise in a distributed manner. Unfortunately, MPC protocols
usually come with an overhead in runtime and communication
compared to the trusted third-party setup. Additionally, their
efficiency decreases with the complexity of the evaluated
function. While the simple aggregation! or shuffling often
used in DP can be realized efficiently in MPC, sampling noise
according to a predefined distribution is comparably inefficient

'We will focus on aggregation in the following, but other simple operations
like averaging or shuffling work analogously.

[9], [12]. In DP, it is therefore most efficient to generate
the necessary noise locally for each party and then to enter
the already obfuscated results into an MPC protocol, e.g., for
aggregation, which guarantees only the output is released to
the analyst, e.g., our holding company.

This approach works particularly well with infinitely divisi-
ble noise distributions [9], [13], [14]. If a noise distribution ¢
is infinitely divisible, noise can be generated by the users in
a way that the sum of these noises is described by o. Hence,
each party has to add only a small part of the noise, and the
secure aggregation ensures that the analyst only receives the
final result obfuscated with noise from o. In contrast to the
local model, with MPC the obfuscated data from a single LTE
never becomes visible and, therefore, requires less obfuscation.

For our setup, we could use both the local and central
variants of DP. With local DP, each LTE could add noise
to each employee’s data sample, which would lead to the
aforementioned utility issues. Besides, since LTEs are trusted,
employing purely local DP would not be optimal. Hence, in
this work, we focus on central DP in the sense that the LTE
first produces a statistic for its employees, then obfuscates
the statistic, and the MPC protocol (run among the LTEs)
provides the holding company with the aggregated statistic.
Note that in the central approach, we add noise to the result
of a precomputation, e.g., the average e-mail number in a
group of employees of the respective LTE. We do not add
noise to a single data sample like in local DP. In particular,
if we use a standard mechanism for noise sampling, like the
Laplace or Geometric mechanism [3], it guarantees that fwo
outputs of the precomputation can no longer be distinguished
(up to e-DP). However, our goal in this paper is to protect
the privacy of individual data owners. Depending on the
actual precomputation, its result might already obfuscate the
individual data sample partially or even completely, such that
noise addition is no longer required.

The obfuscating effect of precomputations or (non-injective)
functions in general is well-known and often used in privacy.
For example, for sufficiently large elections (with not too
many, too unlikely choices), we expect the election tally to
hide or reveal (almost) nothing about the choice of a single
voter [15]. In this paper, we want to study the effect of this
inherent obfuscation on DP. We present a new mechanism that
reduces the (artificial) noise added by each LTE depending
on the already existing obfuscation. As a result, our new
mechanism produces more accurate results than state-of-the-
art approaches based on Laplacian or geometric noise, using
an estimation of the distribution over the secrets.

Our New DP-Mechanisms

While this inherent obfuscation by a precomputation might
not be surprising, finding suitable DP mechanisms that use this
phenomenon poses several technical difficulties, which might
be the reason why this approach has not been discussed in
the literature. We want to discuss these difficulties and our
solutions briefly for the aforementioned use case.



o
-
T
|

Probability

o ¢ ! ! ! | [

15 20 25 30 35 40

Output of mechanism

Fig. 2. Smoothed probability distributions f1 o x1 = Bin(0.5,50) (black)
and f10x1*SGDL, /4 (green). The distribution 1 (red) is constructed such
that p11 * SGDL, /4 (blue) approximates f1 o x1 (cf. Lemma 2 for SGDL.)

Recall that the geometric mechanism with a parameter
q = € provides e—DP (cf. Definition 1). Even more, if
two statistical outputs z,y differ by 1, the DP-quotient, i.e.,
the relation between the likelihood that an obfuscated result
was created from z or y, is always exactly ¢ or ¢~ ! (see
Fig. 1, blue line). Note that the geometric mechanism offers
the best accuracy for the integer summation problem among
noise generation mechanisms that support infinite divisibility
[13].

First, let us consider the simple setup of a single LTE which
computes the overall number of e-mails by its employees. We
model that sending an e-mail or not is a simple Bernoulli
experiment. In other words, their sum is described by a
binomial distribution. After the LTE has gathered the e-
mails, geometric noise is added to the sum. We are interested
in how much information an adversary can gain about the
result of a single Bernoulli experiment given access to the
obfuscated sum. We see in Fig. 1 that the DP-quotient for
this mechanism takes values strictly between ¢ and ¢~!. In
particular, less information about the number of e-mails of a
specific employee can be deduced if the other employees send
an average amount of e-mails. Note that the LTE sees the
raw overall number of e-mails (i.e., not the obfuscated sum),
and can adapt its noise to this value. Hence, the LTE can add
less noise (compared to the geometric mechanism) if it sees
a sum close to the mode of the binomial distribution and the
standard geometric noise for outliers. With this technique, we
build in Section V a mechanism that is never worse than the
geometric mechanism and whose accuracy loss converges to
0 if the number of employees becomes large.

Note that we assume the LTE to have access to the overall
distribution of e-mails (sent by its employees) or an approx-
imation thereof. This contrasts with classical DP solutions,
which do not make such an assumption. Given our setup,
this is a likely scenario since HR departments should have
access to earlier statistics and can furthermore use a Bayesian
approach [16] to improve their approximation. Additionally,
information about e-mail-sending behavior in companies or in
general might be available and can also be used to approximate
the distribution. A similar assumption also holds for the other
use cases, e.g., banks usually have an accurate knowledge of
their daily transfers and in FL approximate knowledge of the
input distribution (called shadow distribution) is often assumed

[17]. Our approach provides e-DP as long as the LTE does
not overestimate the obfuscating effect of its distribution—an
underestimate leads to less utility gains compared to standard
solutions, but not to any leakage (cf. Section VI-E).

We now turn to the actual multi-LTE case. Recall that
(discrete symmetric) geometric noise is infinitely divisible,
and its decomposition follows symmetric generalized discrete
Laplacian noise [13], [18]. Unfortunately, the property of
infinite divisibility does not transfer to our reduced noise
distribution from the single LTE case, i.e., we cannot simply
split the reduced noise mechanism of Section V. Even worse,
if one LTE modifies its noise distribution close to the mode
as in the single-party case, this modification is spread under
convolution when the obfuscated results of the LTEs are added
up (e.g., in an MPC protocol). We were not able to control
the behavior of the aggregated noise and prove privacy with
the analog of the single-LTE approach.

Instead, we chose a different approach. Similar to Fig. 1,
we start by making the privacy condition tight, i.e., providing
the same level of privacy for all employees. We can see
in Fig. 1 that the privacy conditions become tighter if the
(approximated) distribution of e-mails is concentrated. In the
most extreme case, we have a point function, and the DP-
quotient becomes a step function (e.g., Geog 3 in Fig. 1). While
the LTE cannot change the (approximated) distribution x of e-
mails, it can construct a more concentrated distribution  itself.
Our mechanism then works as follows: The LTE gets the sum
(approximately) distributed as . It then uses an algorithm A
to map the sum x to some value y where A is constructed
such that y ~ pu. Then, the LTE samples a Laplacian error
e <— SGDL (where SGDL notates the symmetric generalized
discrete Laplace distribution, cf. Lemma 2), adds it to y, and
outputs the result y + e if it is very big or very small. If y+ e
is moderately sized, i.e., within a finite interval I, a finite
distribution 7,, on [ for each x is used to sample the output.

We show that accuracy (in terms of the mean absolute error
(MAE)) is not affected for very big or very small y + e,
i.e., the output of our mechanism then has the same error
as the standard Laplacian error applied to x. Inside I, we can
optimize the finite distribution 7, such that it minimizes the
MAE while satisfying the privacy constraints and such that the
output of our mechanism is distributed as p+*SGDL (if we vary
overall x). The Laplacian parts SGDL of the different LTEs
add up nicely under aggregation to a geometric noise. The
resulting overall distribution is more concentrated than with
the Laplacian/geometric approach since p (for each LTE) is
more concentrated than x (for that LTE). Hence, the privacy
level is closer to q or ¢~ 1. The higher concentration of z (cf.
Fig. 2) around the mode also allows 7, to output more accurate
values. We refer to Section VI for the detailed construction.

Finally, we apply our results in the single and multi-party
setup to aggregate HR data from different LTEs within a
corporate group. Our evaluation shows that our DP-mechanism
leads to more accurate outputs than the state-of-the-art geo-
metric mechanism while retaining the same privacy level.



Contributions

- We present a new DP-mechanism that uses the obfuscation
inherent in precomputations to reduce the noise addition and
improve accuracy compared to the state-of-the-art geometric
mechanism when the input distribution is known.

- In the case of a single party, the accuracy loss of our
mechanism is (almost) minimal for large datasets. For our
summation queries, it converges to 0.

- For the multi-party case, we develop a new technique to
construct (infinitely) divisible mechanisms (Section VI).

- We evaluated our mechanism both for generic benchmarks
and on a human resource use-case [19]. Our benchmarks
show that our new DP-mechanism outperforms the geomet-
ric mechanism in terms of accuracy while providing the
same level of privacy (Section VII).

II. RELATED WORK

In this section, we discuss related works that can be applied
in the setup outlined in Section I: a distrusted central entity
that wants to analyze private users’ data, with possibly some
intermediate local entities that can only access parts of the
data. We already introduced in Section I the local model,
where each user obfuscates their inputs themselves. This
setup does not need intermediate entities, i.e., our LTEs, but
generally comes with poor utility. An improvement of the
local model with respect to utility is the shuffle model [12],
[20], [21]. The shuffle model uses an intermediate honest
shuffler that mixes the already obfuscated data from the users.
Since shuffling breaks the link between the owner and their
value, the users now need to add less noise to reach the same
privacy level as in the local model (i.e., without a shuffler),
and thus, utility is improved. The shuffler can either be a
trusted third party (e.g., using trusted hardware) or realized
by cryptographic protocols, e.g., MPC protocols [22]-[24]
or MixNets [25], [26]. However, the MPC approach usually
suffers from low efficiency for a large number of users.

For the integer summation problem considered in this work,
the shuffler can also be replaced by a simple aggregator, who
outputs the sum of the inputs the users provide. The MPC
protocols to realize aggregators, e.g., additive secret sharing-
based protocols like [27], are generally more efficient than
shuffling protocols [11]; they scale constantly in the number
of parties. While shufflers can also be used for other Federated
Analytics tasks, e.g., heavy hitters [28] and private set unions
[29], for our use case, an aggregator is enough (cf. Section IV).

In this work, we assume that the (approximate) input
distribution is known to the LTEs. Variants of DP have
been proposed for this scenario (e.g., noiseless privacy [30]),
providing specific privacy guarantees when the secrets follow
a particular distribution. In contrast, we do not restrict to
any specific distribution. Moreover, smooth sensitivity [31]
calculates the exact sensitivity of the DP query on the given
dataset, thereby reducing the amount of added noise. Similarly
to our approach, it requires (approximate) knowledge of the
input distribution. However, we further exploit this knowledge

by proposing mechanisms that optimize their noise based on
the distribution.

We are not aware of any mechanism that optimizes the noise
addition for the integer summation problem in the aggregator
(or general shuffle) model (beyond generic solutions like the
geometric mechanism) under the assumption that the input
distribution is known.

III. PRELIMINARIES
A. Differential Privacy

DP [3], [4] formalizes the notion of privacy in statistical
queries on a data set. Let X = (z;)o<i<n € R™ be an input
vector of data samples, where each sample x; belongs to one
of n users. Two vectors X, X’ € R™ are called adjacent if
their Hamming distance is 1, i.e., if they differ by exactly one
element. In this case, we write X ~ X’. We denote the set of
all possible input vectors by & C R™. A mechanism M on X
is a (randomized) algorithm that receives X € X as an input
and outputs into some space S.

Definition 1 (Approximate Differential Privacy). A mech-
anism M is (g,0) - approximate differentially private iff

PrM(X) € S] < ¢ - PrM(X’) € 8] +§ 1)

holds for all pairs of adjacent data sets X, X’ € X" and all sets
of results S C S, where the probabilities are in the randomness
of M. If 6 =0, then M is e-differentially private.

Remark 1. If S consists of a single element s (and X, X’ are
clear from the context) we define Quot[M](s) = %
and Eq. (1) becomes for § = 0 just Quot[M](s) < e®.

To construct a differentially private mechanism is trivial
(and meaningless) without requiring that the mechanism pro-
vides a good utility. We measure the utility of a mechanism
by how well it approximates a target function g. In this paper,
we use the (mean) absolute error as a measure.

Definition 2 (Mean Absolute Error). Let M be a differentially
private mechanism and dx some metric on its output space
S which might depend on the input X € X. Let g be the
target function. We say M approximates g with absolute error
um(X) at X for

um(X) =Y Pr(M(X) = s)dx(s.9(X)). ()
seS
We say M (approximates g) with mean absolute error (MAE)
um = ZX PI’(X)UM (X)
In this paper, we usually choose the taxicab metric on Z
dx (M(X), 9(X)) = [M(X) — g(X)].
B. (Infinitely) Divisible Distributions

As already described in Section I, a DP-mechanism in the
central model that adds additive noise o can be extended to
the multi-party setup if it is divisible.

Definition 3 (Divisibility of Distributions [32]). A random
variable X is called decomposable if there are independent



random variables X, ..., X,, for some n > 2 such that X =
X1+ -+ X,,. Itis called divisible if the X; are additionally
identically distributed. X is called infinitely divisible if for
each n > 1 there is a sequence of i.i.d. random variables
X, Xy with X=X +---+ X,,.

Remark 2. The binomial distribution Bin(p, n) for probability
p and n trials is divisible, since Bin(p,n) = >_""_, Bin(p, 1). It
is not infinitely divisible; there is, in fact, no infinitely divisible
(non-constant) distribution on Z with finite support.

One of the most commonly used noise distributions in DP
is the geometric distribution [13], [33]:

Definition 4 (Symmetric Discrete Geometric Distribution and
Mechanism). The (symmetric discrete?) geometric distribution
on Z for € > 0 is defined by the probability density function
Geo.(z) = }I_i,z e~elzl = ﬁq'“" for ¢ = e~¢. The
geometric mechanism for an input x € Z outputs x + e for

e + Geo,.

The probability density function of the geometric mecha-
nism makes the connection with DP apparent:

Lemma 1 (DP-privacy of the Geometric Mechanism [33]).
The geometric mechanism provides e-Differential privacy.

Another interesting property of the geometric distribution is
its divisibility:
Lemma 2 (Divisibility of the Geometric Mechanism [18],
[34]). The geometric distribution is infinitely divisible: Let
X ~ Geog, then X = X1+ -+ X, for every n > 1
and X; ~ SGDL, /,,, where SGDL, /,, denotes the (symmetric
generalized discrete) Laplacian distribution [35] for § > 0
and q = e~ ¢ on Z defined by the density

o o]

_ B+k—1\/B+k—|z]-1 .
SGDLg(z)—(kq)”k;cl( DI D

Remark 3. The (symmetric generalized discrete) Laplacian
distribution occurs as the difference between two i.i.d. random
variables with negative Binomial distribution (with the same
parameter). In particular, this relation can be used to sample
from the Laplacian distribution.

Also note that (as a consequence) SGDLg, g, = SGDLg, *
SGDLpg, holds generally for all 31, 82 > 0.

Notation 1. Let x be a probability distribution on a space X
and f a random variable X — Z, then we denote by f oy the
distribution of images of f, i.e. fox(x) = Pr(f(y) = z|ly
X). Similarly, for an algorithm M, M o x is the distribution
of the outputs over all random coins (from M and y). If
X C R", 7; the projection to the j-th component and 7 to
its complement, then denote x"#(X) = Pr(X|m;(X) = w;).
Moreover, in slight abuse of notation, we regularly use the
same notation for a distribution, its density, or a random
variable/DP-mechanism with said (output) distribution. Addi-
tionally, we write x"7 ~ Xw3' if 7§ o X" =750 X“’; .

2Since we only work over Z in this paper, we will usually write just
geometric distribution instead of symmetric discrete geometric distribution.

=2 e

g & S o \

o E— —=

e & & o Trust;d A;gregatOV Central Entity
(e MPC, trusted hardware)

oo e

& Q LTE,

Fig. 3. Setup: each user trusts only their own local LTE and the aggregator.

IV. SETUP

In this section, we formalize our setup, explaining the
type of adversary that we consider and recalling the trust
assumptions that we made in Section I. Our setup (cf. Fig. 3)
contains three types of parties: data owners, locally trusted
entities (LTEs) and a central entity C.

A. Data Owners

Each data owner (a.k.a. user or employee for our corporate
use case) belongs to one locally trusted entity (LTE) and shares
all (relevant) private data with this LTE. Data owners will not
actively participate in our protocol, but since they provide the
sensitive data, we need to protect their privacy.

B. The Central Entity

The central entity C acts as the analyst in our setup. It can
query its subsidiaries, i.e., the LTEs, to provide statistical data.
We assume there is a publicly known number m of LTEs. In
the integer summation problem discussed here, we assume that
each query has the form (f, f1,..., fm) for f; an (integer-
valued) linear function on the input set of the i-th LTE for
1 <4 < m and f linear on Z™. The central entity wants
to compute f(f1(X1),..., fm(Xm)), i.e. this is our target
function g. We will usually set f(y1,...,Ym) = D 1oy Ui, L.,
we consider simple aggregation. Other target functions are,
however, possible. In particular, averaging (used in federated
learning) works completely analogous to aggregation, with the
sole difference that the central entity needs to take the average
of the result, under the assumption that it knows the number
of employees overall or in the different subsidiaries. Note that
the central entity is assumed to be actively malicious; it can
collude with corrupted parties.

C. Locally Trusted Entities

The LTEs agree on a threshold ¢ < m of honest (or
even honest-but-curious) LTEs. In particular, these parties are
expected not to collude with the central entity. Each locally
trusted entity LTE; collects the raw data X; € A&; from
their employees. We assume that each LTE; estimates the
probability that a certain X; (of its input set X;) occurs by
a distribution ;. As already explained in the introduction, the
LTE can use previous statistics and iterative Bayesian updates
[16] to find an accurate ;. These can also be internal statistics
that have never been used in the data provided to the central
entity. Additionally, it can access all publicly available data,



Input: X;, f = (f, f1,...

Output: y; = f;(X1) +e

1: D;(Y;) + Precomputation(f, e, ¥, X;) with D;(Y;) a
probability distribution on Z for each Y; € X;

2: return y; = fz(Xz) +e < Sampling(Di,Xi, fz)
Algorithm 1: Target procedure for LTE; where
Precomputation outputs a family of noise distributions
D;(Y;) for each Y; € X;, which is independent of the
actual data set X; € &) used to answer the query f
Sampling outputs an obfuscated LTE;-internal result
fi(X;) + e where the noise term e is defined by D;(X;).

7fm)’5,t,i: (le“'»Xm),Xi-

e.g., the average number of e-mails an employee sends in a
mid-size tech company, if f; asks for the number of e-mails.
We assume that the LTEs do not overestimate the obfuscating
effect of their input distribution. If in doubt, they should
choose a x; which obfuscates less. If an LTE underestimates
the obfuscating effect of the input distribution, our mechanism
(cf. Sections V and VI) adds too much noise and gets less ideal
utility, but still better utility than the geometric mechanism (as
long as x; is not chosen trivially). Naturally, privacy is not
affected when adding more noise (cf. Section VI-E for a more
detailed discussion).

Upon receiving a query (f, fi1,..., fm) from the central
entity, LTE; computes f; on X; for all 1 < i < m. LTE;
runs a randomized algorithm and locally computes some y;.
The process run by LTE; is described formally in Alg. 1.

In this work, we focus primarily on the first step of selecting
the distribution to optimize the mechanism’s utility, which, as
far as we know, has not yet been explored in the literature.

Once the y; are computed by all LTE;, they are entered
in the aggregation protocol that outputs y = f(y1,...,Ym)-
The aggregation could be facilitated by a trusted third party
or a Multi-Party Computation (MPC) protocol. In the latter
case, we require the MPC protocol to be actively secure
against the corruption of up to n —¢ — 1 LTEs, e.g., [27].
For actively malicious LTEs, this requirement includes secure
input protocols like [36] and the protection against replays
of other parties’ inputs, e.g., through zero-knowledge proofs
or commitments. Finally, we note that C can monitor all
communication between the LTEs. It is, therefore, required
that the communication is encrypted and leaks no information
beyond the output of our mechanism.

Remark 4. In the following, we will set ¢ = m, i.e., we
consider the case with no actively malicious or colluding
LTEs. For the more general case, the LTEs must split the
required noise for a certain e-Differential Privacy (DP) level
into ¢ instead of m parts. The sum of the noises of the honest
(or honest-but-curious) LTEs under the aggregation protocol
will then still be sufficient to reach e-DP for employees in
the honest LTEs. The utility will naturally decrease since,
for ¢ < m, each party has to add more noise to protect
privacy. However, the same holds for the standard Laplacian
or Geometric mechanism we compare to. Since we improve

accuracy for each LTE separately, the overall utility of our
approach cannot be worse than in the aforementioned standard
approaches. Of course, unless inputs to the aggregation proto-
col are checked for consistency, e.g., range checks as used in
FL, malicious parties can always enter so much noise that the
aggregation result contains (almost) no valuable information
about the real statistic anymore.

D. Utility

The utility of a DP mechanism is described in terms of
accuracy, i.e., in our setup, how close the output y is to the
actual result g(Xy,...,X,,). We measure the accuracy loss
in terms of the (mean) absolute error (cf. Definition 2).

V. SINGLE-PARTY CASE

In this section, we want to introduce a new differentially
private mechanism for a single LTE;. We start with the
analysis of the state-of-the-art geometric mechanism.

A. Applying the Geometric Mechanism

We have already seen in Section III that the geometric
mechanism Geo. comes with many favorable properties:

(1) It provides e-differential privacy (Lemma 1).

(i1) It offers optimal utility in terms of MAE (considering
central Differential Privacy (DP) without taking into
account the input distribution) [33].

(iii) It is infinitely divisible (Lemma 2) and can, therefore, be
used in a multi-party setup, i.e., multiple locally trusted
entities (LTEs).

While (iii) will become only relevant once we consider
multiple parties in Section VI, it gives a hint of how single-
party solutions that are transferable to the multi-party setup
could look like.

In this section, we first want to investigate the privacy
guarantees of the geometric mechanism given by (i) in more
detail. Recall from Definition 4 that the geometric distribution
is defined by the density Geo.(z) = %qu for ¢ = e~ ¢
for ¢ > 0. Let s be the output of the geometric mecha-
nism and y = f1(X),y’ = fi1(X') two adjacent outputs
of f1, ie. |y — 4| = 1. Wlo.g. let y = 3’ + 1. Then
Pr(s|ly) = Geo.(s —y) and Pr(s|y’) = Geo.(s+ 1 —y). Thus
Quot[Geo.](s) € {q,q~ '} for all outputs s (cf. Remark 1).
Figure 1 shows the behavior of the DP-quotient. In particular,
the privacy inequalities (1) in Definition 1 are tightly satisfied
for the geometric mechanism applied to the output of f, i.e.,
the standard application of the central model with geometric
noise. However, as already described in Section I, our goal
is not to protect the result of the internal computation f; of
LTE;, but rather the privacy of every single employee, similar
to the local model of DP. Let w;, w’; be two adjacent secrets of
an employee P; € LTE;. We need to ensure that an adversary
cannot distinguish whether w; or w’; was used to compute an
obfuscated result s for any P; € LTE;. If ; is the distribution
of inputs X; € A} and x;” (X;) the conditional probability
to see X if P; has secret w;, then we are interested in the



privacy of the (local)3 mechanism R7Geo . that upon input w;
samples Y <+ X1 " and outputs f1(X;) +e, e < Geo. for X;

the X’i-element resulting from w; and Y. More formally:

Definition 5. Let M : X C R" — &S be a mechanism, y a
probability distribution on &’ and R{\/I,x the corresponding local
mechanisms?* for 1 < 7 < n,ie., RKA.X receives the input
w; € {w; € RFz € X : z; = w;}, samples X from x"3
and outputs M(X'). Then M is called e—differentially private
under input distribution x if for all 1 < 5 < n the RvaX are
e-differentially private.

Remark 5. The RJ are e-locally randomized, and their
collection is an LR oracle in the sense of local differential
privacy [6]. However, in local differential privacy, the R{\/l,x
are usually added up to receive M, while in our approach, the
relation to the total mechanism M is much more subtle.

Example 1. Assume an employee takes sick leave (denoted
by w = 1) to care for sick kids with probability p (inde-
pendent of the other employees). The holding company is
interested in how many people are absent for this reason.

E.g., we choose f; aggregation and y = >< , Bin(p, 1) for
n the number of employees. Then f1(X) is d1str1buted as
Bin(p,n) and Pr(f1(X) = sjw = 1) = Bin(p,n — 1)(s

1),Pr(f1(X) = sjw = 0) = Bin(p,n — 1)(s). The output of
the geometric mechanism is then distributed as the convolution
Geo, * Bin(p,n) of the geometric distribution and a binomial
distribution. The DP-quotient is shown in Fig. 1. Observe
that the privacy level varies in the obfuscated output s of the
mechanism. Namely, on the tails s < 0 and s > n, the privacy
level is still exactly g or ¢!, but for more likely values of
f(X) and s (cf. Fig. 1 for a similar convolution) the privacy
loss is even smaller. These properties hold more generally —
see Lemma 3 below, which is proved in Appendix A.

Lemma 3. Let x1 be a distribution on R™ with support in
I with I = {a .,b}. Let wj,w;- € I with w; < wj
and X" ~e X" i Then Quot[ Geox)(8) = ¢ for s < a
and QuotR¢,, I(s) = ¢* iTY for s > b. Furthermore, if
froxy has no local minima (outside of the boundaries), then

Quot[Rg,, , |(s) is monotonically decreasing in s.

We see in Example 1 (and Fig. 1) that the DP-quotient sig-
nificantly deviates from ¢ (or ¢~ ') for a binomial distribution.
This is not surprising since the sum already obfuscates the
choice of P;, e.g., for n = 50 employees, a (non-obfuscated)
sum 25 can be reached either by f1(Y) =24 and w = 1 or by
f1(Y) =25 and w = 0. For some applications, like e-voting,
privacy actually only relies on the obfuscation provided by the
tally. Namely, it is usually really hard to deduce information
about a single voter’s choice given the overall tally (see e.g.
[37] for a more recent treatment and possible attacks).

For the straightforward application of the geometric mech-
anism on the output of f; we get the ideal utility described

3Local is used in reference to the local model of DP — see Remark 5.
4To simplify notation, we occasionally drop the 7, M and/or  indices if
they are clear from context.

in (ii). In particular, we cannot reduce the noise since the
privacy inequalities (1) are already tightly satisfied. When
we consider RJGeo o measure the privacy loss, we do not
change the mechanism employed by LTE; — we still only
add geometric noise to f1(X;). Hence, we still receive the
accuracy of the geometric mechanism. However, the geometric
mechanism has no longer ideal utility since the privacy loss for
a single employee P; modeled by the DP-quotient for RGeo X
is no longer strictly ¢ (or ¢g—'). This allows us to (partly)
reduce the noise and improve accuracy. Ultimately, we would
like to find a mechanism where the privacy quotient is always
in {q,q"'} for all P; € LTE,, ie., an adversary gets the
same amount of information independent of the output he sees.
Roughly, we want to decrease the noise the mechanism em-
ploys whenever f;(X;) already obfuscates individual secrets
w;. This reduction of noise will then result in better accuracy.

B. Optimizing the Noise Level for a Single Party

We now propose a new DP mechanism M that uses the
obfuscation already employed by the tallying function f; to
reduce the noise level and, thereby, improve the mechanism’s
accuracy while maintaining the same privacy level as the
geometric mechanism. As mentioned above in Section V-A,
the geometric mechanism Geo., which adds geometric noise
to fi1(X1), already has good accuracy. We can compute
the mean absolute error (MAE) of the geometric mechanism
explicitly (cf. Deﬁnition 2): UgGeo, (X) = Zsez Geo.(s)|s| =
1+q 13 ez d"lsl = 1+q I sen2h1d" = L—q : (1—qq)2 =
17q2 independent of X . Hence uGeo, = UGeo, (X)-

Since we want to optimize the geometric mechanism in our
setup, our new mechanism M should satisfy um(X) < %
for all X. In particular, the MAE of M can then not be larger
than ugeo.. Recall that we assume that f; : R" D &} — Z
is linear, e.g., simple aggregation of the components. Further-
more, fi o xY ~c f1o Xi”/,Vx € Z, i.e., the distribution of
the sum of all other employees is independent of the value
of w or w’, respectively. To simplify notation we represent
M by an infinite probability matrix (75 s)s sez such that
Ttx,),s = Pr(M(X1) = s). Note that ) __, 7, s = 1 must
hold for all x € Z for a probability matrix. The absolute error
condition in this notation reads

Zrms|m—s| <

SEZ

z € 7.

3)

To get ¢-DP under input distribution x; (cf. Def. 5), consider
adjacent inputs wj, w;. Since f7 is chosen linear, we get

Pr(Ry.\, () = 5) = > froxy” (@)ra,s
TEL
=Y fiexi(@)

T€EZ

T2+ f1(w;,0),s-

If we apply the same calculation to w’, we can deduce the
following privacy conditions:

g Pr(RY,, (wi)=9=q) _ froxd(x)r

TEZ

z+f1(w;,0),s



Pr(RI, (w')=s). (4

< Z fio X(lj(w)TI‘Ffl(w;vO)aS = M,x1 3

TEZ

Remark 6. A priori, we need to check Eq. (4) for all
possible secrets wj;,w; of the P; to guarantee &-DP.
However, sincePr(Ry, . | (wy) = $)/Pr(Ry , (w; +1) = s) -
Pr(wa’Xl(wj+1) = S)/Pr(le\A’Xl(UJj +2)=3s) is equal to
Pr(Ry ,,(w;) = 8)/Pr(R{\A’>$1(U)j +2) =s), it is enough to
consider the case |w; — wj| = 1. If we can prove the
DP-quotient smaller e® for these cases, then the overall
privacy level will be bounded by sens - ¢, where sens =
MaX p, eLTE, w;,w) |w; —w’| is the sensitivity.

Note that all conditions, i.e., the conditions Egs. (3) and (4)
and conditions on a probability matrix like ) _, 7, are
linear. If we assume that r, s = 0 whenever v ¢ [} =
{ay,...,b1} or s ¢ I, for some ay,b; € Z, we can minimize
a linear function like the mean absolute error

um = fioxi(z)resls — x|
>

T,SEL

efficiently with generic methods like the interior point method
and linear programming, e.g., [38]. The assumption 1, s = 0
for © ¢ I, is usually satisfied in real-world applications
since the input space is generally bounded, and then f; has
a bounded image. The assumption 7, = 0 for s ¢ I is
generally not satisfied, e.g., not satisfied by the geometric
mechanism. Even worse, as we have seen in Remark 2, no
finitely supported distribution is infinitely divisible (apart from
point distributions).’

Fortunately, in the single-party case, we can compute an
infinitely supported distribution efficiently. As we have seen
in Fig. 1 and Lemma 3, the geometric distribution satisfies the
privacy conditions already tightly on the tails. We therefore set
rys = Geoc(x —s) for all z € I; and s ¢ I; for a, b such that
a1 < f1 < by uniformly. The additional weight outside of Iy
reduces the weight available inside the interval. Namely, we
have to replace the condition ) __, 7, s = 1 by Zseh Tos =
1=> g, Geoe(z —s) =1 - (¢* 0 4 qo7%) - T =i C.

The conditions in Egs. (3) and (4) stay untouched, and
we can again use a generic algorithm like [38] to find a
distribution (73 s)s,sez With minimal MAE efficiently. In
particular, a solution must exist since the trivial continuation
ry s = Geo(xz—s),Vz, s € Z, obviously satisfies all conditions.
Overall, we get the following result.

Theorem 1. The mechanism M with output distribution
PriM(X1) = s) =7y, (x,),s, VX1 € X1 approximates f1 with
minimal MAE under all mechanisms with (infinitely supported)
output distribution that satisfies Eqs. (3) and (4). The family
of output distributions (7¢(x,).s)scz can be computed in
polynomial time (in | f1(X1)]).

SWe remark that truncated versions of the geometric mechanism and our
single-party mechanism exist. However, they are not divisible and do not
generalize to the multi-party setup discussed later in Section VI.

3.28 -

1.64 -

Absolute Error

Output of mechanism

Fig. 4. Absolute error up of our mechanism M (cf. Section V-B) with input
distribution x = Bin(p, 100) and Geo. (blue at 3.28) for p = 0.1 (solid red)
and p = 0.5 (solid green). The dashed lines show the corresponding mean
absolute error for p = 0.1 (red) and p = 0.5 (green).

Example 2. In special cases, where i is nicely shaped,
e.g., similar to the binomial distribution, we can also directly
construct a simple algorithm like Alg. 2 to find a near minimal
solution for the MAE.

In Alg. 2 we focus on those outputs = of f; which improve
privacy in Eq. (4), i.e. for z with wflc}fzf); () == qf10oxJ(z —
fi(wy, 0)) = froxf(e — fi(w},0) <0 and WP} () > 0.
Note that here we already use Remark 6 and only consider
wj = w; £ 1.

For f10x! a binomial distribution (cf. our use-case example
in Section I), such x exists since (for sufficiently large n)
around the mode, two adjacent probabilities will not differ by
more than a factor ¢, i.e., the curve becomes flat enough. The
same holds for distributions without a local minimum, i.e.,
those that increase monotonically to maximum and then fall
off monotonically. We then find a set V' = {vy, ..., v} where
both inequalities hold. In fact for f o x" = Bin, ,,_1, we can
explicitly compute vy = qp‘ff_p < z and vy :z'%.
Inside of V', we can increase diagonal values 7 ,, i.€., output
the actual s = x, which improves accuracy (and privacy inside
of V). Of course, to receive a probability distribution, we then
have to lower other 1, ./, which will decrease privacy in other
columns s’. Fortunately, we know from Lemma 3 that inside
of {0,...,n} the privacy condition in Eq. (4) is no longer tight
(cf. Fig. 1), which means that there is room for improvement.
Thus, we can decrease some of the r, o without violating
e-privacy. Hence, this weight shifting in the direction of the

actual result s = x is possible and improves our MAE.

Figure 4 shows generic benchmarks of Alg. 2 against the
geometric mechanism. Our approach comes with a signifi-
cantly smaller error compared to the geometric mechanism
(both for the same privacy level). In particular, the MAE
converges to 0 for large n. The optimization interval V' is
clearly recognizable; V' gets smaller for more extreme p.

While smaller improvements to Alg. 2 are possible (Remark
7), Alg. 2 approximates the minimal MAE well for large values

of n. Namely, note that v; —vg = %ll:pq))
hence >° o,y foX(@) 27, 1. In particular, for large
n, the MAE is dominated by the values in {vy, . .., v; }. Hence,
our algorithm outputs an MAE, which converges against the

minimal possible MAE for n — oco. In Remark 7, we show

is linear in n and



that further optimizations for smaller n are possible.

Remark 7. The probability distributi(}n (Tz,s)m,sefZ reached by
Alg. 2 is not ideal. For example, if w’'°X! (z),w* Xt (y) > 0,
i.e.ga;y not in V' then we cI:)an set ;::J<(— )rm ziwgi(rfz y
=0,y Ty y+0' Ty z < Ty —08 ford- wglloful () =
5/.w5}ﬁfﬁj (y) > 0. In column z, the positive shift by r ,+4 in
(4) is compensated by 7, , —¢ and hence privacy is preserved
under this shift. Analogously for column y. However, the
diagonal entries 7, ., Ty, are both increased, which improves
accuracy. However, the effect of these optimizations is negli-
gible for large n since the cases outside of V' occur with low

probability. We omit these optimizations in Alg. 2.

Tz,y

Remark 8. We want to briefly discuss how LTE; can sam-
ple according to (rg,s)g,sez, i.€., how our mechanism M is
realized. LTE; first samples a geometric noise e € Z, e.g.
by taking the difference of two i.i.d. random variables with
negative binomial distribution. (i) If s = x + e ¢ I; output
s = x + e; (ii) else sample according to the finite distribution
(¢ Yy s)eser,- If Alg. 2 was used to generate (ry s)z.selys
LTE; could also replace (ii) by (ii-1) else, if x = s output
s; (1i-2) else, sample a bit b with probability r, ;/Geo(s — z)
and output s if b = 1, and = otherwise.

VI. MULTI- PARTY CASE

In this section, we turn to the multi-party setup. Namely,
we have multiple LTEs that need to jointly compute a statistic
over distributed private data. As described in Sections I and IV
and explicitly in Alg. 1, each LTE; receives a target function
fi to be evaluated on their secret data set X;. LTE; runs a
local mechanism M, to generate a noise distribution, which is
used to obfuscate the local result f;(X;).

In the previous Section V we have seen how we can
reduce the added noise in the single-party case whenever
f1(X;) already (partly) obfuscates the individual samples.
In the multi-party case, the situation is more complex since
an LTE, say LTE;, no longer knows the actual output
f(fi(X1),..., fm(Xy1)) that the central entity queried. For
example, let all f; and f be aggregations. Now, if f;(X;) is
close to the mode of f; o x; then in the single-party case,
we could reduce the noise (cf. Fig. 4). However, the other
fj(X;) for j > 1 could all be extremely small, and thus
f(fl(Xl) ooy fm(Xm)) can be far away from the mode of
the total distribution f o (f1 0 X1,..., fm © Xm). In particular,
the LTEs should generate a large amount of noise (similar to
the geometric noise).

Technically, this problem becomes visible when we consider
the convolution of the different noise distributions. Recall from
Section III that the geometric noise decomposes nicely into
(symmetric generalized discrete) Laplacian noise SGDL, /,,, by
the infinite divisibility property of Geo.. Now, if we apply our
solution from the single-party case, we deviate from SGDL, ,,
whenever the f;(X;) is close to its mode, i.e., consider 7, g
as in Section V where the tails remain SGDL; /(2 — s).
Unfortunately, this deviation is spread over all of Z under
convolution. In particular, the local modification in one LTE

lets the convolution deviate from the geometric distribution
on the tails, too. But the geometric distribution was ideal on
the tails, such that the privacy relations were already tightly
satisfied (cf. Fig. 1). One can show that a modification as in
Section V increases the DP-quotient on the tails and hence
breaks e-DP (cf. Remark 9 in Appendix A) .

We, therefore, need to refine the technique used in the
single-party case. In our new mechanism, all LTEs run the
same mechanism, although with different inputs. Hence, we
assume w.l.o.g. that our individual data to be protected is in
LTE;. Let x; be the distributions of secrets of LTE;. Denote by
7; the distribution of the noisy output of LTE,; after applying
our mechanism, i.e. the distribution of M; o f; o x;. As usual,
we assume that the mechanism M; is public. Since the x;, f;
(cf. Alg. 1) are also available, we assume for now that all LTEs
know all 7;.% Let ™ = - - -*7),,, be the noisy distribution of
the sum of all LTE; without LTE;. Let n = n; *n~". As before
we denote by rf (x)s = Pr(Mi(X) = s) our probability
matrix. Furthermore, let Iy = {a1,...,b1} D f(f1(&X1),0)

and I ={a,...,b} D f(f1(X1),..., fm(Xm)).
In the multi-party setup, the privacy conditions (4) become
(s —s1) Y WX (2)re., <0 (5)
S1E€EZ el
Z N7 (s —s1) Z wf“i"fw T)rgs, >0 (6)
S1€EZL zel

for w; a secret of P; € LTE; and wy'; . (2) = ¢f o p%(x —
F(F1(15,0),0)) = f o i — f(fi(w; + 1,0),0)) for any
distribution g on Z™ — we use w; = wj; + 1 as described
in Remark 6. Note that w | w, does not depend on w;, but
just on w; — wj =1, since we always compare a distribution
shifted by f o fi(w;) with one shifted by f o fi(w}).

Note that if LTE; changes r;, this will affect 7; and
analogously for all other LTEs. In particular, if LTE; changes
T4.s, the respective condition in (5) and (6) for LTE, change.
If LTEs adapts their distribution to this modification, this will
result in a different 7™, and the initial solution of LTE; might
no longer be differentially private. To avoid these mutual
dependencies and to allow each LTE to optimize its noise
distribution independently, we aim for r, s that preserves
a previously fixed n;. Therefore each LTE; chooses a new
distribution y; on Z and sets n; = ji; * SGDL;/,,. We then
impose a new condition

> hoxa(@)res =m(s),Vs € Z (7)

T€EZ

for LTE; and similar for all other LTE;. In particular, n™

@ *SGDLum—1y,, for p7 == prok- - % pi, and 1 = pg - -k fly *
Geo.. Let’s briefly discuss the motivation behind p4. In Fig. 2,
we see that y; * SGDL, Jm> i.e., the distribution that results
from the standard Laplacian noise, smoothes out X1, which
is the standard behavior under convolution. As a result, y; *
SGDL, /m and x1 differ most around the mode, i.e., the most

SFor our mechanism in Section VI-C the LTEs do not require exact
knowledge of n; (cf. Section VI-D).



likely value. If we choose a 11; more concentrated than 1, (1%
SGDL, /,,, matches x better. While closer probabilities or, as a
result, a smaller statistical distance of the output distributions
of LTE; does not automatically result in a lower MAE, it
makes our condition in Eq. (7) less tight close to the mode.
As in the single-party case, the values close to the mode are
the ones that are already most obfuscated by f1(X7) and offer
the biggest chance of noise reduction. With a larger value of
m(s) in Eq. (7) close to the mode, we can later assign more
weight to actual results f1(X7) around the mode.

A. Accuracy on the Tails

We want to discuss next what requirements pq has to
satisfy to be used in our mechanism. Similar to the single-
party case, we cannot expect to outperform the standard
Laplacian/geometric mechanism on the tails since they already
lead to tight DP-conditions there. In order to satisfy Eq. (7)
outside of some interval [, i.e. on the tails, we proceed as
follows: LTE; runs an algorithm A on the result fi(X7) it
receives. As before, denote by A, , = Pr(A(z) = y) where
we require y € I, too. Define 3 = A o x3. The LTE then
samples Laplacian noise e <— SGDL,/,, and outputs y + e,
whenever s = y + e ¢ I;. By construction, Pr(s ¢ I) =
> wyern J1oX1(2) Ay y SGDL(s—y) = p1*SGDL(s) = n1(s).
Hence, if we find a suitable A, Eq. (7) holds outside a finite set,
and we can hope to get to a finite set of linear (in)equalities,
we can optimize similar to Section V.

Obviously, the output of a non-trivial A is less accurate
than the actual result fi(X;). If we add SGDL, ,,-noise to
both, the latter will still be more accurate. Fortunately, the
tails of the new distribution are not negatively affected and
contribute as much to the absolute error as in the standard
mechanism. Namely, if we apply a SGDL, ,,,-noise directly
to = then we get an error e with probability 2 - SGDL(e), i.e
the contribution to the absolute error is ) 2-SGDL(e)lel.
If instead we apply A and then SGDL, ,,, the absolute error
for z becomes >° ., SGDL(e) >° o/ Asyly + e — z|. Now
consider only noise e > E := max{b — z,z — a}. Then we
have }° -, SGDL(e) > oy, Auy(ly+e—z|+|y—e—z|) =
Yo SGDL(O) Yy ep, Argly e — @+ et o —y) =
23 .~ SGDL(e)|e|. Thus for e > E the contribution to the
absolute error remains the same. Hence, we can formulate an
MAE condition, which only depends on a finite interval:

E—1
S S Auyly ezl rayre <2 SGDL(e)lel. (8)
e<|E|y€lL e=1

If Eq. (8) holds, then the absolute error of our new mechanism
for each z is bounded from above by the error of the Laplacian
mechanism.

B. Privacy on the Tails

Next, we turn to privacy and again consider the tails first.

Claim 1. For s < a we can rewrite (5) as’

Z N (s — s1)uq(s1) <0 9
s1€l
Ug(s1) 1= —wp 4, * SGDLy/m(s1) + Z wglloz‘j] (@)rp, s

x€lq

Proof. First note that the convolution with the first term of
uq is 0, since the SGDLl/m-part of ug convolutes with the
SGDLu-1/,,-part of 7™ to a geometric distribution. But we
know from Lemma 3 that for any distribution p with support
in I, we have ¢ - u % Geo(s) = p * Geo(s — 1) for s < q, i.e.
wg‘fl,wj * lig -+ * [y, * Geo, = 0. Moreover, recall from the
last paragraph that ry 5, = >, ; Az SGDLy (51 —y) for
s1 ¢ I and hence erh Jiox1(2)re,s, = p1%SGDLy /p, (51)
for s1 ¢ Iy. In particular, for s; ¢ I, the two terms of Ug
cancel out, and we can restrict the summation to s; € Iy in
Eq. (9). O]

Claim 2. For s > b Eq. (5) is equivalent to
(1™ % 11g)*SGDL 17,0 (5) < (¢ —q)-Geo(s).

Proof. The first term of u, is no longer convolved to 0 for
s > a since the privacy quotient is close to ¢, not ¢~ '. Hence
Eq. (5) becomes equivalent to

Z (s — s1)ug(s1)

(10)

s1€l

< — Z n(s—s1) w 1, j*SGDLl/m(Sl)
s1€l

== > Wi, (@) * Geo)(s — x). (11)
xely

Since s — x is not in the support of x~ by definition of I, [
and linearity of f, we can again use that the DP-quotient
for s > b becomes tight, i.e.(u” * Geo)(s + 1 — zy) =
q(p” * Geo)(s — xg) for all g € I;,Vs > b. Hence in this
case — ZIEIl w5,11,11)j (.T)(,U_‘ * GeO)(S - x) = Zweh (q71 -
Q) (z)(u” * Geo)(s — x) = (¢7" — q)(u * Geo)(s) for
= w1 % pu~. This leads to Eq. (10). O

Thus, we transformed Eq. (5) into condition (9) for s < a,
condition (10) for s > b and a finite number of conditions
(11) for (the remaining cases of) s € I.

Analogously to (5) in Claim 1 and 2 we can handle (6) by
exchanging ¢ with q_l, < with > and a with b. Moreover, we
only need a finite number of equations to ensure Eq. (7) as
discussed. Furthermore, we have also seen that we only need a
finite number of conditions in Eq. (8) to ensure that the abso-
lute errors decrease. Finally, there are obviously only a finite
number of conditions to ensure that (r; s)zer, ser becomes
a probability matrix. The optimization of the overall MAE is
again, as in Section V, a problem from linear programming.
Hence, if we can ensure that at least one solution exists, then
we can find the ideal solution efficiently, e.g., using [39].

"Recall that I = {a,...

,b} contains the image of f(f1,..., fm)-
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C. Shifting Weights Given Boundaries Conditions

Similar to Section V, we can also construct a mechanism
explicitly, i.e., without relying on generic optimization meth-
ods from linear programming.

To find a mechanism with better absolute error than the
Laplacian mechanism, we start with the trivially private solu-
tion r, s = Zyeh Az ySGDLy (s —y) forall z € Iy, s € I.
Unless p1 = f1 o x1, this solution will not improve the
utility, though, since A increases the error. However, all other
conditions hold. We now want to shift weights between the
different 7, ¢ such that none of the constraints is violated and
such that the absolute error decreases.

We modify r, s, by A(z) € R. To keep the row sum
constant (i.e., to receive a probability distribution), we change
Tpss < Tzs, — A(x) for some so. To keep the column
sum (i.e., keep the output distribution p; * SGDL,/y,), this
implies that > ., fo fioxi(z)A(z) = 0. Furthermore 0 <
rys,+A(x) <land 0 <1, s, —A(z) < 1to get probabilities.
The change also affects u, and wu,-1. Namely, u,(s1) +=
Saen Whist @A@) ug(s2) == Yoeq, Wity (@)A).
Our boundary condition (9) then implies that

n (s = s1)ug(s1) + 17 (s — s2)ug(s2) <0

S (s —s1) =0 (s —52)) D with (@)

q,1,w;
xely

Ax) <0.

We first consider the case where 7" increases, i.e. " (s—s1) >
1" (s — s2) for s; < so. Then we get the privacy condition

> Wi (@)Ar) <0. (12)
zel
We get analogously that for n~ decreasing (and
s1 < s9) the wglﬁxllw_ condition is equivalent to

Y eel w(’;i(i’fiwj (x)A(z) < 0. Note that for s < a, 5~ will
increase (since it is a convolution with a Laplacian/geometric
distribution) and decrease for s > b. The remaining equations
Eq. (10) can be treated analogously. Name}‘y, for 51 < s2,m”
decreasing Eq. (10) becomes 3 _; wy'iy! (2)A(z) >
(47" —q) pxGeo(s)/ (5™ (s—s,)—n " (s—s2)). Since the Laplacian
fall-off is dominating the geometric one (for 8 = m—1/m),
this condition holds for b > s whenever it holds for b = s. A
similar statement holds for 7™ increasing and s < a. Overall,

we get a finite number of privacy conditions and could now
even employ standard techniques for finitely constrained
linear programs, e.g. [38]. For our optimization, we can,
however, proceed without these generic methods.

While Eq. (12) is an inequality, we restrict to optimizations
that tightly satisfy Eq. (12) in the following.® Note that
solutions with strictly negative terms would improve privacy.
However, our goal is to make the privacy conditions (1) tighter.
But this is already done by using a more concentrated function
11. We do not want to undo this achievement.” We remark that
as a positive side effect, Eqs. (10) and (11) also hold.

We have now found two optimization problems: depending
on whether 77 (s —s1) —1 " (s— s2) is increasing or decreasing
(if we choose s; < s3). For our standard example of distri-
butions with at most one local maximum, this means that the
optimization only depends on the mode. We use this fact below
in Section VI-D. We can solve the linear system of equations
and then systematically shift weights until a minimal MAE is
reached. We discuss this technique in detail in Appendix B.

There are natural limits to our shifting technique. Namely,
probabilities cannot fall below 0, i.e., we can no longer take
weights of one row, say z, to improve the MAE for another
2'. At some point, all solutions A to our system of linear
equations have r, ,, = 0 and A(xz) < 0, ie., no shift is
possible. Then, our optimization terminates. Furthermore, the
stronger Ay and p; deviate from fjoy, the worse the absolute
error of our trivial starting solution, and the optimization
might never even reach the MAE of the geometric mechanism.
However, the more concentrated i1, the less weight is put by
p1 * SGDLy/,, on the tails, and the more weight is available
to more accurately output the actual values (cf. Fig. 2). It is,
therefore, important to choose p; correctly.

D. Choice of an approximating distribution u

Finally, we turn to choosing a suitable approximation /.
By construction of our optimization algorithm above, each
LTE; needs to preserve the mode of its own f; o x; (or,
more generally, all minima and maxima). For the general
approach to scaling y while preserving the maximum, we refer
to scaling theory, e.g., in [40] and follow-up papers. We note
that in special cases, e.g. x; binomially distributed, even the
dependence on the mode drops, since the other constraints
ensure that all privacy conditions hold once Eq. (12) holds
(cf. Appendix B). Then each LTE can apply our mechanism
without any knowledge of the other LTEs’ input distributions.

In our special case of a distribution with one maximum,
we simply test different shifts for A and check whether they
lead to an optimization. Namely, we start with the least likely
output z1 of f;. We thenset A, o, =1—aand A, ;.1 =«
for a small shift o and x; + 1 closer to the mode than x;. If
x1 —1 is closer to the mode, then we instead set A, , 1 = .

8Moreover, recall that the Eq. (12) is independent of wj, i.e., we only have
one equation.

9We also ran optimizations where we allowed strictly negative values in
Eq. (12). As expected, the optimized results still tightly satisfied Eq. (12).
For a general discuss of optimality and tightness see also Remark 10.
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with variance descending by factors 0.6, 0.3, 0.1 (all with the same mean of
p;in;). The left-most bar describes a d-function around the same mean.

Now, we run our optimization, and if the absolute value
decreases for x, we accept the shift. We then proceed with
the next smallest f; o x;. After we run through all outputs of
f1, we start over and continue with shifts 2« and so on.!° Since
we always shift in the direction of the mode, the distribution
1 will become more concentrated. The iteration stops if no
further shifts are possible, since no further optimization is
possible. For our tests, the mode remained the same under this
procedure—to ensure this property, one can also only allow
shifts that do not change the mode. Naturally, for a smaller step
size, the final MAE is better, but the optimization takes longer.
However, each LTE can decide how much time it can invest
in optimizing the distribution. Figure 2 shows a construct p
for a binomially distributed f; o ;. Furthermore, Fig. 5 shows
that the mean absolute error decreases mostly independently
of the size of the dataset. As in Section V, more extreme p in
the underlying binomial distribution lead to a slower decrease.

E. Imprecise Knowledge of the input distribution

Recall that privacy for a prior distribution 1@ implies pri-
vacy for ¢; = g[?z o &; for any distribution &;. This is not
surprising given that the convolution corresponds to adding a
sample from &;, which cannot reduce privacy. In particular, the
convolution with some &; will make the distribution less con-
centrated, i.e., the distribution 1&1 provides more obfuscation
than ;. The LTE can use this effect by making a conservative
guess 7); for an actual distribution .!!

Using a more concentrated distribution 1[)1- naturally reduces
the utility, since larger noise is employed by our mechanism.
We have added an empirical evaluation in Fig. 6 that shows
how the utility decreases if the LTE chooses instead of the
real distribution 1); a similarly shaped distribution 1/31 with
smaller variance, i.e., a more concentrated distribution. For our
example of a binomial distribution ; = Vix & = Bin(p;, n;)
we chose 1; = Bin(p;, cn;), & = Bin(ps, (1 — ¢)n;) such that
the LTE uses 1/31- with n% < ¢ < 1 times smaller variance

10f 2 > 1 we assign the weight of A to = + |2 and = + [2a] + 1
and analogously for all other cases.

TNote that by choosing 1/31 sufficiently concentrated the LTE can account
for possible malicious contributions, e.g. too large, from colluding employees
or other factors that could affect the real input distribution.
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instead of the actual distribution ;. Our results show that the
utility decreases with smaller variance, but remains better than
the utility of the standard geometric approach.

VII. EVALUATION

To evaluate the privacy improvements of our solution, we
compare the single-party case from Section V against the
geometric mechanism [33] for the central model of DP and the
multi-party case from Section VI against the local model of
DP2 in a realistic environment for our use case. As a reminder,
our use case involves mail analytics in a corporate group with a
holding company and several subsidiaries that are independent
legal entities. The holding company uses the analytical data
to visualize the corporate group’s workflow and potentially
propose reorganizations to optimize it. Our objective is to
guarantee the privacy of the workers’ emails.

For our benchmarks, we analyzed a real-world database
from a large corporate group in telecommunications to deter-
mine an input distribution and sensitivity. For legal reasons,
we did not run our benchmarks on the real employee data,
but on a dataset [19] recreated from the input distributions
and sensitivity, i.e., the used dataset comes with the same
features as the real-world dataset. Since our mechanisms
from Sections V and VI only use the input distribution and
sensitivity, we get realistic benchmarks—for details, see the
different instances of Alg. 1 described below.

The holding company has different options for querying the
database, e.g., it can ask for statistics from all or only a part
of the subsidiaries, or to only include e-mails from product
managers to senior developers based in different locations in

12Recall that for the local model we use the SGDL distribution to sample
noise since we split the geometric mechanism across the LTEs using its
property of infinite divisibility as in [13], [18].



a given timeframe. In the following, we present benchmarks
where the holding company randomly selected 10 subsidiaries.
In our data set, each subsidiary employed between 50 and 400
workers. For the benchmarks, we selected a random subset of
workers for each subsidiary, modeling queries (f, f1,..., fm)
by the holding company that only address the correspondence
between different job titles or locations. As before, we choose
for f and f; aggregation (in this case, over the random subset
of subsidiaries and workers only). Let X; be the data to these
subsets of workers in LTE; and yx; the corresponding distribu-
tion (induced from the distribution on the whole dataset). In
particular, x; provides the sensitivity Ay, of the query, i.e., the
maximal number of e-mails by an employee in the subset that
has positive y;-probability. Let A ¢ be the maximal sensitivity
occuring in any of the selected subsidiaries.

We apply Alg. 1 to the dataset corresponding to the query.
For the single-party, multi-party case as well as the baselines
from central and local DP, the functionalities Precomputation
and Sampling in Alg. 1 are defined below.

Central model: The Precomputation functionality sets
D(X) = Geo./a ;- The Sampling functionality outputs
f1(X1) + e, where e + D(X).

Our single party method: The Precomputation function-
ality runs the mechanism M from Section V with ¢ replaced
by €/Ay,. For the benchmarks, we used Alg. 2 to compute
(r2,8)o<e,s<A, |x, |- Sampling samples as in Remark 8.

Local model: The Precomputation functionality sets
D(X;) ~ SGDL(exp(—e/Ay),1/10). The Sampling func-
tionality outputs f(f;(X;) + ei)1<i<10), Where e; < D(X;).

Our multi-party method: The Precomputation function-
ality applies the mechanism from Section VI to X; for each
1 < ¢ < 10. Following our discussion in Section VI we
developed and ran [19] to compute a (ry, s, )s,el;,s;,€1 fOr
each LTE;. The Sampling functionality uses Remark 8, i.e.
it samples s; <— SGDL(exp(—e/Af),1/10) for 1 < ¢ < 10
and sets 5, = fi(X;) + s; if f(X;) + s; ¢ I, other-
wise it samples 5; <« (c{lr%si)wigi)sig where ¢; =

> s,e1 SGDL(exp(—¢/Ay),1/m) is a normalization. Finally,
it Olltplltsf(fl (Xl) +S1,..., f1o(X10) + 510).

The results for our two mechanisms and the baselines are
shown in Fig. 7. The Figure contains the average absolute
and relative errors for all four mechanisms over 100 randomly
selected queries and 10000 sampled datasets X;.

The results show an improvement of both our methods com-
pared to the central and local models. We get an improvement
of 70% in the single-party case and of 15% in the multi-party
case. Moreover, in Fig. 8, we can see how the utility changes
with the distance to the mode. As expected, the closer the
actual output f(X;) is to the mode, the smaller the absolute
error with our mechanism. Nevertheless, even for extreme
values, we never get worse than the geometric mechanism.

3Note that # € X7 and hence A £, 1X1| is an upper bound for the total
number of e-mails in X7, i.e. we can assume 0 < = < Ay | Xq].

VIII. CONCLUSION AND FUTURE WORK

In this work, we studied a multi-party setup where the par-
ties, i.e., our LTEs, each possess a local dataset from different
sources, i.e., our data owners, and together run a computation
on these datasets that outputs a result to a possibly malicious
central entity. We focused on computations consisting of a
local precomputation by each party and interactive aggregation
of the precomputation results, as is common in real-world use
cases, e.g., in Federated Analytics or Learning.

The objective of our work was to protect the privacy of each
single data owner, while improving the utility of the output
compared to standard DP-approaches.

In Sections V and VI we proposed new DP-mechanisms
that make use of a prior distribution of the inputs. We show
that our new mechanisms improve over the state-of-the-art
geometric mechanism theoretically. Moreover, we evaluate our
mechanisms for a real-world use case in Section VII. Our
results show that our new mechanisms come with improved
utility compared to the geometric mechanism.

As we explained in Section I, our results apply beyond the
specifics of the corporate use-case to all applications that fall
within our setup outlined in Section IV, e.g., for Federated
Learning (FL) applications as already discussed in Section I.

Applying our approach in FL is, however, more involved
in general. While our mechanisms transfer to a single epoch
of FL training directly, estimating the prior distribution used
by our mechanisms is difficult with multiple epochs, since
the input distributions of other LTEs affect the local training
in consecutive epochs. Even if an LTE has access to the
input (shadow) distribution of the other LTEs, what is often
assumed in FL literature [17], [41], it is unlikely that there
is an explicit relation to the resulting distribution of ML
parameters after several epochs due to the complex stochastic
nature of gradient descent. We therefore expect LTEs to rely on
empirical methods, e.g., Monte Carlo simulation, to estimate
the prior distribution. Using empirical methods is, however,
typical in FL, e.g., when analyzing inference attacks [42].
Ultimately, we expect our mechanisms to come with similar
utility gains for FL applications than in the corporate use
case—we leave a detailed analysis for future work.
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APPENDIX A
PROOFS AND ALGORITHMS

Lemma 3. Let x1 be a distribution on R™ with support in
I with I = ;{a,...,b}. Let wj,w; e with/ wj < wj
and X7 ~c X". Then QU?I[RJGeO’X](s) =q"" v fors<a
and OUOt[RjGeO’X](s) = ¢~ for s > b. Furthermore, if
f10x1 has no local minima (outside of the boundaries), then

QUOt[Réeo’X}(s) is monotonically decreasing in s.

Proof. W.lo.g. we set j = 1. Note that Pr(Réeo,X(wj) =
8) = Yo fiuwy, -ty PrUfL(ws,y) = 'y « x"7))Geo (s —
s'). By linearity of f;, we can rewrite this term
to ZS'Eﬁ(w]',If_l) Pr(fl(O, y) = s - fl(wj, 0)|y —
X")Geos(s — ') = Zs,efl(o’]f,fl) Pr(fi1(0,x%) =
s')Geog(s — s' — fi(w;,0)).For s < a, we get s — s’ —
fi(w;,0) < 0.But then Geo.(s—s'— f1(w;,0))g = Geo.(s—
1 —s" — fi(w;,0)) and the result on the quotient follows for
s < a. The case s > b can be treated analogously.

For the second statement, we use Remark 6 to reduce to the
case w' =w+ 1. If weset g1 =D, nwes @ “f10X) ()
and g = >, yuss @ °f1 0 X7 (2) then the DP-quotient

—2 -1
g++9-  _ _—1, g+—9+4q _ -1 ()
m - — - .
beco .es gra T+g9-q q + gra +g-q 9 1+9%9-/9+
Now, if s increases, then g increases and g_ decreases in the

limit ¢ — 1. Hence 1 + ¢?g_ /g, decreases, and our quotient
decreases as expected. O

Remark 9. Assume that the outputs of each LTE are dis-
tributed as j; * SGDL,/,, as in Section VI, where LTE
adds noise SGDL,,,,(y — s1) to some modified output
A, depending on the internal result . Then (5) becomes
an equality for s < a;. Now LTE; modifies its mecha-
nism and outputs according to 7., # SGDLy,,(z — s1)
for x € I, such that 7 . wf;lloful] (X)rzs, = h(s1) +
Y eel wcj;lfz‘ulj (2)SGDLy p,(z — s1) increases by a non-
trivial non-negative function A(s;) under the condition that
Y vel wgllofulj (x)rg,s, < 0 still holds. This was our approach
in Section V, where we used the non-tightness of the inequality
to improve utility (cf. also Algorithm 2). Then the right-hand
side of (5) increases by 1" x A. Since 1 is positive and A is
non-negative (and non-trivial), this term has positive support
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everywhere on Z. In particular, the right-hand side of (5) is
increased, and therefore (5) can no longer hold for s < a;.
Note that the non-negativity of A is not necessary to break
privacy. Any function A that has large enough positive values
for small s; increases the right-hand side of (5).

Remark 10. Recall from linear programming [38], [39] that
optimal solutions are extreme points of the space defined by
the constraints. In particular, they are boundary points and
hence (some) constraints are satisfied tightly. It is therefore
possible that an optimal solution satisfies (9) tightly. If this is
the case, then (9) might already imply p~ *u, = 0, which sig-
nificantly simplifies the number of necessary constraints, e.g.
(10) becomes redundant. For this implication to hold, it is, for
example, sufficient that (w, = (SGDLg(s),...,SGDLg(s +

—b1)):s<0) = RP1—a1+1 e that vectors consisting of
Laplace probabilities span the whole space. Since the resulting
matrix (wo, ..., Wa, —p, ) is log-convex this matrix is for small
B in fact totally-positive [43] and in particular invertible,
which then shows p™ * u, = 0. While we can currently not
prove that an optimal solution satisfies (9) tightly or that as
aresult u~ *uy, = 0 for all 0 < B < 1, our algorithm from
Section VI-C already uses the tight constraint.

APPENDIX B
MAE IMPROVEMENT OF WEIGHT SHIFTING

In this appendix, we want to continue our description
of our new noise mechanism from Section VI. Recall that
we found two constraints for pairwise modifications by
vector A, namely, > ., f o fi o xa(z)A(z) = 0 =
Saen @it (©A@) or Xoep, fo froxi(@)A@) =0 =
Yoeel, wflolewj (x)A(x) depending on whether 77 (s —s1) —
7" (s— s2) is increasing or decreasing (if we choose 51 < $2).

Note that the conditions always ensure that a non-trivial
solution vector A has positive and negative values. Since the
rank of the linear problem is at most 2, we find solutions with
three non-zero entries x1, T2, x3 (for [I;| > 2). By multiplying
by —1, we can then assume that two entries are positive and
one is negative. Finally, we can scale a solution such that
rss, + A(x) € [0, 1] and similarly for the other terms. Thus
we can assume A satisfies A(z1), A(z2) > 0 > A(zs).

We next investigate how our modification changes the
absolute error. For © < s1 < sp note that 1y o, < ryq —
A(z), 74,5, < Tgs, + A(z) increases the absolute error by
Az)|s2 — x| — A(z)|s1 — z] = A(x)(s2 — s1). We can
keep the absolute error constant if we simultaneously shift
Tost < Tost — A(2),74s, ¢ Tos + A'(z) for some
x < s < s} and a suitable A'(x1), A'(z2) > 0 > A'(z3),
eg. for A = A’ and s + s1 = s2 + s5. Assume from
now on that sy, sq, 85,87 and A, A’ are such that the overall
contribution to the MAE is 0 (see Alg. 5 for an explicit
construction of suitable A, A’.)

We still need to determine the contribution of the x3
component. Consider shifts of the form z; < 53 < 59 <
x3 < sy < 8§ < xo. For these shifts the absolute error for
1, Ty stays the same (by construction), but for x3, it changes

Let V={zel: ngﬁijj]( ) S0<whPY (o))
Order the elements in V in a vector u such that
froxa(uy) < fioxa(ujpr) for 0 <j < |V
/* small index = low MAE impact. */

by < 0,Vy € V;

for ug € V do

for s €[1,...,a0[,s # ug do

_ fioxa .
Cs = Zye[o ..... ao]\V wq,l,wj (‘T)TI,S’

ds = erv w({,llo,if;lj (@)rz,s3

o fioxa .
Cs = Zyé[owwao]\v Yot 1w, (€)q72,s:

dy = ey Wyt (©)arss ; /* By
definition: ds <0, d,>0. =/
Let g5 € [0, 1] be minimal with ¢ 4+ dsgs < 0,
c+d.gs >0 /+ dgs, since
+ds; <0, ¢,+d,>0 for Geo.. */
Set by +=1y (1 — gs), 1y,s < Ty,s9s for all
yeV; /+ Tight Eq. (1). =%/
Set Ty up += bug> bup < 0, V =V \ {up};
/* Assigns remaining weight. =*/
orj=11t |V|-1do
Compute Gu;_, S before and set
by += (1 - gu,-71)7dy;ugfl’
Tyuj_1 < Tyu;_19u;_, Tor all y € V.
Tuju; += buys bu; <0, V =V \ {uy}.
Algorithm 2: Compute distribution (ry )z scr, for our
DP-mechanism for a single LTE.

)

by A(xs)(xs — s1) — Aws)(ws — s2) — Al(ws) (s — s5) +
Al(ws)(ws — s1) = Alws)(s2 — 1) + Al(w3)(s) — 55) < 0.
Note that privacy always holds for s}, s} as long as we do not
pass the mode and switch to the other set of constraints, i.e.,
s}, s5 both smaller or both larger than the mode of 1.

We can now choose x3 values for which the absolute error
condition does not yet hold, and improve it. For x1,x2 we
choose rows where the MAE condition is already satisfied,
since the gain in absolute error by the construction above is for
these rows 0. Once all conditions are satisfied, we can improve
further to ultimately improving over the MAE of the geometric
mechanism. Alg. 5 shows our approach for a binomial input
distribution, where we can explicitly compute the solutions to
our linear equations. Namely, for fo f;ox; = Bin(p,n), I} =
{0,...,n} and conditional distribution Bin(p,n — 1) the
conditions become » ; Bin(p,n — 1)(z)A(z) = 0 =
> wer, Bin(p,n)(z)A(z). By choosing z1,z2, 23 as before
this becomes Z?‘:l w;A(z;) =0 = 23:1 w; A(x;) with
w; = Bin(p,n)(z;),w; = Bin(p,n — 1)(z;). If wowy —
wyws # 0, we find a solution A(z1) < 1,A(zz) <
73%1 — Z; and A(x3) —A(wl)wjmw)wz Re-scaling
leads to valid probabilities and to a solution to all constraints
(apart from the MAE constraint Eq. (8)). Other cases can be
treated similarly. Note that in Alg. 5 we shift the weights step-
wise with so = s1+1, sh+1 = s}, symmetrically (s; = n—s})
and use all possible choices ©1 < s1, 8] < s for optimization.



Imput: z,x,I = {a,...,b}, A, , 5, shift,a
Result: 1 (Tw,s)x,seI
Let & = |ashift] — ashift;
for y € I do
‘ Aw,y — (1 + d)5m+ Lashift],y — d6x+ [ashift],y>
Compute p from A, ,, (using input distribution x),;
for s =a to b do
| 72,5 < (14 &)SGDLy /5(x + |ashift] —s), 7, s —= GSGDL,,5(z + [ashift] — s);

Algorithm 3: Update (i, (7,5)x,sc1-

Input : z,I = {a b} o, B, (Tw,s)x,seIaAw,y
E = max{b —a}; e = Zvej Azl =yl 1oy
forl1<e< F do
‘ e 4= ZyEI Aa:,y(|517 —y—el- Tzy+e — |z —y+el- Tw,y—e) —2-5GDLg(e);
output: (e <0)

Algorithm 4: Check Eq. (8).

Data: o, 3, fiox1,0 < a < 1, Ay yy < 0y, | (b—a)/2)» (T) = O, | (b—a) /2]
Result: (7 o)y scr
Let {a,...,b} be the support of fi o x1. Set ¥(x) = f1 0 x1(z +a) and I ={0,...,c} for ¢ < b — a. Update
thy (T 5)z,se1 With Alg. 3 for input z, ¢, I, A, 4, B, o, shift < a=1(|¢/2] — ) ; /+ Initialize =/
for shift=0 to a~1[c/2] do
for 0 <z < |¢/2] do
if the MAE condition is satisfied for x (using Alg. 4) then break;
else
Set shift; < a~*(|¢/2] — x) — shift. Update p, (r4.s)x ser with Alg. 3 for input
x, f10 X?,I,Aw)y,ﬁ,shiftl,a; /* Reduce shift until all conditions are met. =*/
for 0 <s<zdo
S1x—(s+1),5¢ax—8 8« c—x+s+1,8+c—x+s;/+x Shift to the diagonal. */
for 0 <y < s do
for (x1,x0,x3,51, 50,7 A) € {(y,¢ —y, @, 51,50, 7, A), (c — y,y,¢ — , 81, 82,7, A)} do
wy + P(x), w) + PO(zg), A (xk) +— 0 for k=1,2,3,;
if wow§ — wlws # 0 then

\ Alar) < 1, Alay) « Lswi—wiw,

wawg —wyws’

A(xg)%—A(zl)'wlilA(zz)'w; /* Ensures output distribution/privacy. =*/

r < max{t > 0: A(xp)t+7re, s, Twp.so —A(xp)t € [0,1],Vk = 1,2,3}; /* Probabilities =/
if 7A(x1) < #A(x;) then

74— % /% Ensures that MAE for x; does not increase. =*/
if 7A(x5) > #A () then
T %; /* Ensures that MAE for zy does not increase. =*/
for (x1, 22,23, 51, 82,7, A) € {(y,c —y, 2,51, 82,7, A), (¢ — y,y,c — x, 81, 82,7, A)} do
‘ Top.sn += A(@p)r, 74, oo —= A(z)r, VE=1,2,3; /* Update probabilities x/

Algorithm 5: Computes the noise distribution with step size « if the two sets of constraints, i.e. s1, Sy smaller or larger
the mode of 1™, are equivalent. This is the case for the considered type of input distribution, e.g. a binomial distribution.
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